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HIPAA Overview HIPAA Enforcement
Final Rule Civil
*  September 23, 2013 $100 - $50,000 per violation
$1,500,000 (maximum)
Privacy Rule
Criminal
Security Rule $50,000 & 1 year (misuse) 6
$100,000 & 5 years (reckless disregard) ov.o
g . $250,000 & 10 years (sale or transfer) &
Breach Notification Rule I /
The Privacy Rule The Security Rule

Privacy/Security Officer Applies to ePHI

Notice of Privacy Practices Both at rest and transmission HIPAA

SECURITY
Forms, patient requests, logs

Security Risk Assessment

706.263.4450 www.patlittle.com
pat@patlittle.com www.legacypracticetransitions.com
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The Breach Notification Rule Risk Assessment Analysis
Notification not required if: auvy Implementation standards 1 )1110100001001000011100100100101¢
- e . X 10010010010010010010011101
Data appropriately secured 0A16C2ODataB ¢ Administrative 10100101010~ 1010010010100
Example: encryption « Physical 0101 10010010010
¢ 501010101 10011101
Sreach l 0 '__“6 1 040k * Technical 100, 10010010000 et
reach <500 | T ] PASSWORD : 110010
* Maintain log . . 10010100101 "
+ Report annually to HHS Required vs Addressable

910010010
AN10N

Breach >500

Addressable # Optional
Notify HHS immediately
Notify Media
Identity Theft: Two Basic Methods Types of Identity Theft
New account
Low-tech
Account takeover
High-tech
Criminal
Types of Identity Theft Medical — Dental Identify Theft
Business Fastest growing

48% of patients would

Identity cloning switch providers

Medical - Dental

Black market: $50 vs $1

source: FBI Bulletin

706.263.4450
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Medical — Dental Identify Theft Manhattan Dental Office Breach

HIPAA implications District Attorney Cyrus Vance’s office announced today
that it had indicted five people ...... for allegedly

. belonging to an identity theft ring that stole the
State board involvement identities of patients at a Manhattan dental office.

Financial consequences www.consumeraffairs.com

Manhattan Dental Office Breach FTC Warning to Patients

Statement for services not |

“their personal information made it into the hands of rendered

thieves, yet there was nothing those customers could've

done to prevent it. A chain is only as strong as its Unfamiliar EOB

weakest link, and your personal information is only as

secure as the least-secure company that has it.” 4
Collection calls /

District Attorney Cyrus Vance /

February 5, 2015

FTC Warning to Patients Patient Rights HIPAA

Obtain copies of records
Report mistakes
Request corrections

Adverse record on credit
report from health provider

. Patients

. . Rights
Plan limit reached Accounting of Disclosures a"’;d
Who received my information? I
What information was sent? esponsibilities.

When was it sent?
Why was it sent?

Insurance denial

706.263.4450 www.patlittle.com
pat@patlittle.com www.legacypracticetransitions.com
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Provider Responsibilities

HIPAA compliance

Full-team training

IT partnership

Vigilance

Provider Responsibilities

Identify your patients

IoenT

Mr. & Ms. Smiles

The Sisters

Fax Precautions - ADA

Confirm number —call first

Private location

Prohibit redial

“Confidential” cover sheet

Social Media Precautions

HIPAA violations \“' in} eny -

. u o\\““
Use care when responding % 1{\/}) VE)
Watch SLAPP suits ‘N\!@ @eb"o“.
Strategic Lawsuits against public participation fa Du gt @
t\”‘htef {\\C‘u' ‘
Social Media Policy n el
a @4 = welb il

Identity Theft: Low-Tech

Medical, dental records found in church
recycling dumpster

706.263.4450
pat@patlittle.com

13 Investigates* Bob Segall gos through thousands ofrecords found i achuroh dumpster.

Low-Tech: Sara Needleman

“The people | would hire were
meth addicts, and the dumber the
better.”

“I looked for people strung out the
most — people who would steal

”

from their own mother!

AARP Bulletin: September 2006

www.patlittle.com
www.legacypracticetransitions.com




HIPAA Compliance, Data Breaches & Identity Theft:
What You Don’t Know Can Hurt You

Pat Little, DDS, FAGD

Sara Needleman’s Methods

Other Low-Tech Methods

Dumpster diving

Mail-boxing

Department store temps

Medical — Dental temps

Telephone scams

Job related

Home related
Friends and babysitters

Shoulder surfing

Identity Theft — High Tech

Identity Theft: Hacking

Hacking

Phishing

Spyware/Adware

Viruses & Trojans

Hacked HVAC vendor

Used vendor as bridge

Planted malware at point
of sale locations

TARGET.

Identity Theft: Phishing

The act of acquiring information
by appearing to be a trustworthy
source in an electronic
communication.

o &
IR TRANSFER: DEACTIVATED (CALL YOUR BANK KOW)

Dear pat@prosperident.com,

“Your account has just been credited with USD 12,780.60 by Snap Cash Payments LTD.

Amount USD 12,780.60
Skrill Transaction ID: 18781712158
Your Transaction ID: 18781712260

To view your balance, sign in to your Skrill account.

Best Regards,

Skrill Team

htp://migre.me/ywB8M

(Get $10,000 Sign-up Bonus)

706.263.4450
pat@patlittle.com
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oL - Somtambor 30,2016 51556 At
P—— o L pat
o VoRE TaANSE R DEACTIATED (CAL YOUR BANK NOM) Parcldetals

Dear pat@prosperident.com, Dear pat,

Your account has just been credited with USD 12,780.60 by Snap Cash Payments LTD.

Amount USD 12,780.60
Skrill Transaction ID: 18781712158
Your Transaction ID: 18781712260

To view your balance, sign in to your Skill account.
Best Regards,

SkrilTeam  ptp:/ [gtradersoft.com/AX1N7m?email=pat@prosperident.com

hitp://migre.me/ywB8M
(Get $10,000 Sign-up Bonus)

We couldn't deliver your parcel on September 30th because we couldn't verify the
given address.

Attached is the shipment label. Please print it out to take the parcel from our office.

Label-ID: 44aa7 5876f80aa0

Best Wishes,
Bernadine Rosario

A
[ e |

DHL Express Servi DHL_parcel_45c7b62c.z
ip

Perform scan Choose actions Summary

Antivirus Scan - Contextual Scan

Results Summary

“The results for the current scan are shown below.
Solved issues:

lgnored issues: 0

Selectthe desired action to resolve 1 threat affecting 1 object.

Identity Theft: Spear Phishing

The act of sending emails from
a known or trusted sender to
induce individuals to reveal
confidential information.

From: = Barclays Oniine Bank <security-update@barclays.com>
sent: Tuesday, January 20, 2015 1002 AM
To: ——— Patlittle
Subject: Barclays - Important Update, read carefully!
Dear Customer,
privacy of your online bank i our primary

During the last complains because of online fraud we were forced to pgrade our security measures.

We believe that Invention of ecurity measures s the best way to beat online fraud.

Barck i to ith Your
Online Banking Actvities to ensure a safe and secure Online and Mobile Banking.

For y the Update Form v

You are req: follow i d Update Your ils for the safety of Your Accounts.

hitp://laurad [BARCLAYS.ONUN
BANKING IMPORTANT/update.html

~Filln all req y a pension)

Warning: If you choose to ignore our request, you leave us no choice but to temporary hold on your funds

lauren.little12 =
To: pat
From

Hi pat

706.263.4450

pat@patlittle.com
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Legitimate or Sinister?

' PayPal

YYour December account statement is
available.

HiPat Litte,

New year, new savings. ﬁ i g

How Can You Check?

' PayPal

Your December account statement is
available.

Hi Pat Litte,

" s
Services >

Hypertext Transfer Protocol Secure

https://epl.paypal-communication.com/T/v.....

What You Should See

Firefox File Edit View History Bookmarks Tools

P Login to your PayPal acco... +

@ PayPal, Inc. (US) | https://www.paypal.com/signin/?returni

G Google @ Gmail-F8 acoogle Maps (i Basecamp @ RD A

Who Is This? Why Is He not Smiling?

The Infamous Email

Google (]

Someone has your password

Hdomn

‘Someono justused your password o 1y o 8 n 10 your Google Account

Details:
Saturay, 19 March, 8:34:30 UTC
1P Addross: 134.240.139.239
Locaton: Utcaine.

Best,
The Gmai Toam

706.263.4450

pat@patlittle.com
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> Hi John
>

> Someone just used your password to try to sign in to your Google Account
> john.podesta@gmail.com.

>

> Details:

> saturday, 19 March, 8:34:30 UTC

> IP Address: 134.249.139.239

> Location: Ukraine

>

> Google stopped this sign-in attempt. You should change your password

> immediately.

>
CHANGE PASSWORD <https://bit.ly/1PibSU0>
>

> Best,
> The Gmail Team
> You received this mandatory email service announcement to update you about

> important changes to your Google product or account.

*From: *

*Date:* March 19, 2016 at 9:54:05 AM EDT
*To: ¥
*Subject:* *Re: Someone has your password*

sara,

This is a legitimate email. John needs to change his password immediately,

and ensure that two-factor authentication is turned on his account.

He can go to this link¢https://myaccount.google.com/security—»o do both.

It is absolutely imperative that this is done ASAP.

1t you or he has any questions, please reach out to me o¢ NN

No Phishing

Scareware

Don’t take the bait!

Caution opening attachments

Look for https://

Access through web-site

Don't get
hooked
by an
email
scam.

A type of malware
designed to trick victims
into purchasing useless and
potentially dangerous
software.

® Warning!

@ Warning! Your computer is infected!

! Scanner report: 27 infected files detected

Narme. Infected file Security risk

& Trustwarrior SOFTWAREMicrosoft\Wwin, . | s e s s
& Trojan-Spy.HTML.Bayfraud.hn
& BAT.Looper

C:\Documents and Setting. .. | s s s

C:\Documents and Setting. .. | S e e

& Trojan-PSW.Win32.Antigen.a C:ADocuments and Setting. .. B s s e s
@@ Trojan-PSW.VBS.Half D ks and Setting...
@@ Trojan-Spy.HTML.Bankfraud, :\D ts and Setting. ..
& Virus. Win32.Faker.a C:\Documents and Setting. .. | S "
& Trojan-PSW.Win32.Fantast C:\Documents and Setting. .. | S "
& Troian-Spy.HTML.Paypal.hn C:\Documents and Setting... | s e -

Recommended: Please click “Activate” to eliminate all possible threats and protect Your PC.

v

Ransomware

Similar to Scareware but
more insidious

Holds computer hostage
(encryption) until a
ransom is paid

706.263.4450
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HOW TO UNLOCK YOUR COMPUTER:

Your computer

has been locked!

retail locations:
Walmart

Get a MoneyPs
regist

5/01/2013 5:20 p.m. EST

Take your cash to one of this ]
x = @

ak and
purchase it with cash at the
Come back and enter your
MoneyPak code to unlock
your computer (5 attempts.
available)

What Happened?

Resorted to paper and faxing

Paid $17,000 ransom

Where were the backups?

Where was the disaster
recovery plan?

Columbia Presbyterian Medical Center

Additional Security Measures

High Tech or Low Tech?

Secure passwords
Proper security questions
Log-off

Short interval screen savers

David Kernell

Which Password Is More Secure?

2016 Most Popular Passwords (3.3 million)
1.123456 13. solo
2. password 14. abc123
3.12345 15. admin
4.12345678 16.1212
5. football 17. flower
6. qwerty 18. passwOrd
7.1234567890 19. dragon
8.1234567 20. sunshine
9. princess 21. master
10.1234 22. hottie (new)
11. login 23. loveme (new)
12. welcome 24. zaqlzaql

25. password1

Splashdata.com

A: PrXyc.N(n4k77#LleVdAfp9

706.263.4450
pat@patlittle.com
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https://www.grc.com/haystack.htm

@ 1 Uppercase © 2 Lowercase Q 4 Digits @ 1 symbol

8 Characters

Brute Force Search Space Analysis:

Search Space Depth (Alphabet):

26+26+10+33 = 95

Search Space Length (Characters): 8 characters

6,704,780,954,517,120

Search Space Size (as a power of 10): 6.70 x 10*°

Time Required to Exhaustively Search this Password's Space:

Online Attack Scenario:
(Assuming one thousand guesses per second)

2.13 thousand centuries

Offline
ing one hundred bi

ttack Scenario:

! 18.62 hours
esses per second)

Massive Cra
d tri

Arra Scenar;a-) T —

i

Password Manager Tools

Keychain (Apple)
1Password
Msecure
LastPass

Biometric may ultimately
augment/replace

Preventing (?) Attacks

Regular backups
External drives
Cloud-based

Firewall
Security Software

IT Professional

Preventing (?) Attacks

Keep software updated

Limit Administrator activity e o

Use Standard User account

Switch User

Removing Malware

Security Software
Computer manufacturer

Bootable recovery tool

IT Professional

Additional Security Measures

Privacy settings

Avoid unsecured Wi-Fi

Disable Wi-Fi and
Bluetooth unless needed

706.263.4450
pat@patlittle.com
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Additional Security Measures

Activate email and text alerts

Keep software updated
(automatic updates)

Verify privacy settings

Monitor USB ports

Smartphone Security

Use security code

Enable “find my phone” service
Remote lock and/or data deletion

Encryption and password protection apps
Download apps from trusted sources

Virtual private network (VPN)

Contact Information

Pat Little, DDS, FAGD
706.263.4450
pat@patlittle.com

www.patlittle.com

706.263.4450
pat@patlittle.com
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HIPAA Impementation Standards

STANDARDS/ REQUIRED STANDARDS/ REQUIRED
IMPLEMENTATION SPECS ADDRESSABLE IMPLEMENTATION SPECS ADDRESSABLE
Security Management Process 164.308(a)(1) Facility Access Controls 164.310(a)(1)
Security Management Process R Facility Access Controls R
Risk Analysis R Contingency Operations A
Risk Management R Facility Security Plan A
Sanction Policy R Access control and validation procedures A
Information System Activity Review R Maintenance records A
Assigned Security Responsibility 164.308(a)(2) Workstation Use 164.310(b)
Assigned Security Responsibility R Workstation Use R

Workforce Security 164.308(a)(3) Workstation Security 164.310(c)

Workforce Security R Workstation Security R
Authorization and/or Supervision A Device and Media Controls 164.310(d)(1)

Workforce Clearance Procedure A Device and Media Controls R
Termination Procedures A Disposal R

Information Access Management 164.308(a)(4) Media Re-use R
Information Access Management R Accountability A
Isolating Health care Clearinghouse Function R Data backup and storage A
Access Authorization A
Access Establishment and Modification A Access Control 164.312(a)(1)

Security Awareness and Training 164.308(a)(5) Access Control R
Security Awareness and Training R Unique User Identification R
Security Reminders A Emergency Access Procedure R
Protection from Malicious Software A Automatic Logoff A
Log-in Monitoring A Encryption and Decryption A
Password Management A Audit Controls 164.312(b)

Security Incident Procedures 164.308(a)(6) Audit Controls R
Security Incident Procedure R Integrity 164.312(c)(1)

Response and Reporting R Integrity R

Contingency Plan 164.308(a)(7) Mechanism to Authenticate Electronic Protected A

Health Information
Contingency Plan R Person or Entity Authentication 164.312(d)
Data Backup Plan R Person or Entity Authentication R
Disaster Recovery Plan R Transmission Security 164.312(e)(1)
Emergency Mode Operation Plan R Transmission Security R
Testing and Revision Procedure A Integrity Controls A
Applications and Data Criticality Analysis A Encryption A
Evaluation 164.308(a)(8)
Evaluation R

Business Assoc. Contracts & Other Arrangements 164.308(b)(1)

Business Associate contracts and other arrangements

R

Written Contract or Other Arrangement

R




